
 
PKI & IoT Trends 

 

  The influence of IoT and new applications have driven the use of PKI 
technology. IoT or the Internet of Things is becoming an important engine for the use 
of PKI, being its technology critical for authentication. 
 
 Over the next two years, 42% of IoT devices will depend on digital certificates 

for identification and authentication. 
 
 Main IoT threats: Alter device function (malware); Control the device remotely; 

Capture internal data; Use it as a network access point. 
 
 Protecting the confidentiality and integrity of device data is the most important 

IoT security capability today. 

 

 Trends in PKI maturity: 
Hardware security modules (HSMs) 
are the most frequently used 
method, due to their security, for 
private keys management for 
root/policy/emission certification 
authorities. The use of HSMs to 
manage private keys increased by 
3% from 2018 to 42%. 

 

 42% of the organizations 
participating in this study that use 
HSMs to protect the PKI indicate that 
they use these modules throughout 
the architecture of this Public Key 
Infrastructure. 

 
 
 As an example of good practice, the National Institute of Standards and 

Technology (NIST) urges "Ensure that cryptographic modules for certification 
authorities (CAs), keys recovery servers, and OCSP servers are FIPS 140-2 Level 3 or 
higher certified hardware modules"; however, only 11% of respondents indicate the 
presence of HSM at their OCSP facilities. This is a considerable gap between good 
practices and observed practices. 

 

 
 



 
 It is often difficult for applications to use the PKI, among the biggest challenges 

we find: the current PKI does not support new applications, has no ability to change 
old applications and its skills and resources are insufficient. 
 
 Trends regarding PKI challenges: Organizations with internal CAs use an average 

of eight independent issuance CA that manage an average of 38,631 certificates 
obtained internally or externally. 

 
 
 PKI is the primary factor in the company's computer network. Not only in the 

number of applications that depend on the PKI, but in their nature which indicates 
that the PKI is a strategic part of the main computer network. An average of 8.5 
applications and certifications are administered by the PKI. 
 
 The main problem for the implementation of a PKI, which is also known as the 

Public Key Infrastructure, is that the one responsible for the role of the PKI remains 
unclear.  

 

 CommonCriteria EAL Level 4+ is the most important security certification when 
it comes to deploying the infrastructure of a PKI and PKI-based applications. 66% say 
CommonCriteria is the most important certification when implementing a PKI, followed by 
the 60% that mention FIPS 140. 

 
 
 Private networks, virtual private networks (VPNs), and cloud-based applications 

and services significantly increase the use of PKI credentials: Applications that most 
often use PKI credentials are SSL certificates for websites and utilities. 
 
 Other applications and services that are primarily used are private networks 

and VPN along with public cloud-based applications and services, email security, and 
enterprise user authentications. 

 
 
 These are the basic components of a modern business computer system and digital 
certificates have become something like storage, a basic component of the system which is 
no longer an exotic complement. 

 

What are the most popular methods for implementing the business PKI? 

 

 The most cited method for implementing a business PKI is through a service 
managed by an internal corporate certification authority (CA) or one managed by an 
external private CA. 

 


