
 
"Realsec helps Mexican 'fintechs' to comply with regulations 
and securize their processes" 
 
The report 'Fintech and Banking. Security Trends & HSM' has shown 
that most 'fintechs' operating in Mexico recognize the importance of 
encryption and electronic signature to protect transactions and 
customer data. However, not all companies in the industry are 
prepared to meet regulatory requirements. To operate in accordance 
with the law and safely, Realsec positions itself as the right 'partner' for 
Mexican fintechs. 
 
Last October, IDC's IT Security event was the stage chosen to present 
the report 'Fintech and Banking. Security Trends & HSM' in Mexico, 
developed by the firm dedicated to business intelligence and research 
globally and sponsored by Realsec, a technology company with an 
international presence specialized in cybersecurity for banking and 
payment service providers, the business sector and government 
agencies. 
 
Comprehensive security 
Claudia Medina, Business Solutions Manager at IDC Mexico, was in 
charge of hosting the event and publicly announced some of the main 
findings of the study. Regarding comprehensive security strategies, 
Medina revealed that the report shows that 42% of financial 
organizations operating in Mexico consider they are well prepared in 
this regard. "Therefore, they have a strategy that contemplates the 
entire operation of the organization, very integrated and strategically 
aligned to the goals of the company. It even becomes a benchmark for 
competition," explained IDC Mexico spokeswoman, who added that 
54% of organizations are at an intermediate level and that a small 
percentage (2%) has no definited objectives. 
 
 
Fintech Sector 
"This tells us that financial companies are spearheads in technology 
adoption and that safety is one of its great specialties. But if we focus 
on the fintech sector, we can see that there is one very critical aspect: 
encryption and electronic signature," she said. 



 
"Regarding this issue, we asked industry operators a very direct 
question: How efficient is your encryption and electronic signature 
process? 81% of the people interviewed said that it was very efficient 
and 19% considered it moderately efficient," said IDC Mexico's 
Business Solutions Manager. 
 
Fintech Law 
Likewise, 96% of the people interviewed confirmed that transaction 
and data encryption is a formal element within their company. At this 
point, Claudia Medina emphasized that almost half of the organizations 
are carrying out their own developments in encryption and electronic 
signature. "This is good because it speaks of very capable teams. 
However, it may have some deficiencies in light of the requirements of 
the so-called Fintech Law," she noted. 
 
In more detail, she commented that "there are processes that are not 
fully automated, aspects that are vulnerable and also costly, since 
equipment must invest a lot of time in all those processes and in many 
cases, these are solutions that do not have the certifications that the 
Fintech Law is asking for and that is very important to be able to 
operate in the sector," she noted. 
 
Finally, Medina referred to the main issues to be solved about the 
encryption and electronic signature process. In this sense, the report 
places the design of security and encryption protocols first, and then 
the automation of processes and reports and the consolidation of 
infrastructures and systems. 
 
Specialized supplier 
After the presentation of the report 'Fintech and Banking. Security 
Trends & HSM', Segurilatam had the opportunity to interview Jesús 
Rodríguez, CEO of Realsec, with the aim of knowing his opinion on the 
results of the study. 
 
- In your view, what is the most important conclusion of the 
survey submitted by IDC Mexico and Realsec?  
Globally, Mexico is at the forefront of fintechs. At the moment, some 
450 live together, less than half of which focus their activity on the 
financial field itself and within it, and they have opted for 



 
diversification and specialization: payment services and remittances, 
consumer loans, asset management (cryptocurrencies), corporate 
management of company finance, etc. 
 
The main objective of the study commissioned by Realsec to IDC 
Mexico was to know the state of the art of financial fintechs in 
cybersecurity, in general, and in more specific aspects such as the 
identification and authentication of its customers, the securization of 
transactions and the protection of the users data. Aspects of all of them 
where robust security measures recommend using encryption. 
 
The result of the analysis has highlighted that only 42% of fintechs have 
a global cybersecurity strategy, compared to 54% that has this strategy 
among its objectives to be achieved and 2% that recognizes does not 
have clearly defined cybersecurity objectives or strategy, at the time of 
being surveyed. 
 
However, 96% of fintech companies surveyed express and recognize 
the importance of protecting their customers' transactions and data by 
using encryption as the best measure to use within their cybersecurity 
strategy.  
 
-What are the main shortcomings of Mexican fintechs in 
terms of encryption process and electronic signature? 
As I mentioned earlier, most fintechs in Mexico do not have a 
comprehensive security strategy or security plan based on a risk 
analysis aimed at preventing cybersecurity attacks, preventing 
vulnerabilities and mitigating potential fraud risks. 
 
As with traditional banking, Mexican fintechs are required to comply 
with the guidelines of the Fintech Law, must be registered with the 
National Banking and Securities Commission (CNBV) and comply with 
Banxico regulations as the country's main financial institution. All this 
without forgetting that, in Mexico, as in the rest of the world, financial 
services are subject to the regulation, supervision and audit of the 
country's financial authorities. Fintechs are obliged to ensure the 
security, confidentiality and protection of their customers' information 
and data, as well as the continuity of operation and the prevention of 
fraud risks.  



 
 
However, today only a small percentage of Mexican fintechs are in a 
position to guarantee all of the above, just as only a small number of 
fintechs use certified cryptographic hardware to perform transaction 
and data encryption processes. However, the use of advanced electronic 
signatures is spreading derived from the obligation of its use in the 
electronic invoicing process of the country, which is mandatory by the 
Tax Administration Service (SAT). 
 
-How can Realsec help Mexican fintechs be safer and comply 
with the so-called Fintech Law?   
As manufacturers of encryption systems with extensive track record 
and experience in the financial sector, from Realsec, we support 
fintechs so that they can comply and align with different regulations 
through solutions based on certified cryptographic hardware to protect 
transactions, encrypt sensitive data and information, authenticate 
customers, tokenize operations, identify customers according to INE 
requirements , perform onboarding with robust blockchain technology, 
etc.   
At Realsec we combine certified robust encryption technology with 
extensive knowledge of security requirements in the Mexican financial 
field. Our ten years of presence in customers of Mexico's banking and 
in some of the first fintechs registered with the CNBV endorse us. 
 
The report 'Fintech and Banking. Security Trends & HSM' can be 
downloaded via  www.realsec.com. 
 
 

http://www.realsec.com/

